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𝐾𝐾 = 𝑒𝑒 𝐴𝐴1 � 𝐴𝐴2 � 𝐴𝐴3,𝐶𝐶1𝐿𝐿
′
� 𝐶𝐶2 � 𝑒𝑒 𝐷𝐷𝐿𝐿′ � 𝐿𝐿,𝐶𝐶3

= 𝑒𝑒 𝑔𝑔
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𝑎𝑎+𝑐𝑐,𝑔𝑔𝑠𝑠 𝑎𝑎+𝑐𝑐 �

∏𝑖𝑖∈𝐼𝐼,�𝑖𝑖 =+𝑖𝑖 𝑒𝑒 ℎ𝑖𝑖
𝑟𝑟 ,𝑔𝑔𝑠𝑠 𝑎𝑎+𝑐𝑐 � ∏𝑖𝑖∈𝐼𝐼,�𝑖𝑖 =−𝑖𝑖 𝑒𝑒 ℎ𝑛𝑛+𝑖𝑖

𝑟𝑟 ,𝑔𝑔𝑠𝑠 𝑎𝑎+𝑐𝑐

� ∏𝑖𝑖∈𝑈𝑈\𝐼𝐼 𝑒𝑒 ℎ2𝑛𝑛+𝑖𝑖
𝑟𝑟 ,𝑔𝑔𝑠𝑠 𝑎𝑎+𝑐𝑐 � 𝑒𝑒 𝑔𝑔−𝑟𝑟 𝑎𝑎+𝑐𝑐 , ∏𝑖𝑖∈𝑈𝑈𝐻𝐻𝑖𝑖 𝑠𝑠

= 𝑒𝑒(𝑔𝑔,𝑔𝑔)𝛼𝛼𝑠𝑠
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The authority is assumed to be fully trustworthy. All other entities are assumed to be semi-honest. 
Adversary’s capabilities
• 𝒜𝒜 can eavesdrop the exchanged messages on the authenticated channels, but it cannot eavesdrop 

on the secure channels.
• 𝒜𝒜 may compromise the DSP or the CP, but not both, with the purpose of learning DP’s sensitive 

information or the computed results.
• 𝒜𝒜 may compromise some DRs, trying to combine their attributes to form a larger set so that it can 

access the computed results that none of these DRs is authorized.
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