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I N T R O D U C T I O N

• Analysing a generic IP camera module

• A component in various camera products

• Internationally distributed

• Amazon, other online retailers



E X I S T I N G  P R O D U C T S
COVERT SECURITY 
CAMERA

HIDDEN CHARGER 
CAMERA

HIDDEN ALARM CLOCK 
CAMERA



M O T I V A T I O N

• Privacy concerns – these products are inside homes and 

businesses

• Security concerns – internet connectivity opens up to 

remote attacks

• Mass production – single point of failure and 

widespread adoption



O B J E C T I V E S

• Discover software vulnerabilities present

• Hardware vulnerabilities cannot be exploited 
remotely

• Build proof-of-concept software to demonstrate a 

successful attack 



T H E  C A M E R A  M O D U L E

• Very small form factor

• Can connect to the internet

• Runs embedded Linux

Micro lens

WiFi ChipCPU



E X I S T I N G  W O R K
• Academic papers on older modules and other IoT 

devices

§ Testing IoT Security: The Case Study of an IP 

Camera [1]

§ An IoT Analysis Framework: An Investigation 

of IoT Smart Cameras’ Vulnerabilities [2]

• Some independent research covering similar 

modules

§ A DEFCON talk – Paul Marrapese – Abusing 
P2P to hack 3 million cameras

§ Various articles/blogs/forum posts



L O O K C A M  A P P
• Module is designed to connect with this 

app

• Available on iOS and Android

• Over 500,000 downloads on Google Play [3]

• Estimated 1M+ users

• Only one of many applications



T H E  M A N U F A C T U R E R

• Specialises in CCTV/camera equipment 

manufacturing

• Acts as an Original Equipment Manufacturer 

(OEM) in the supply chain

• $5-10 million yearly revenue

• Global clientele

§ North America, Europe, Middle-East

(Some information redacted for legal reasons)



THE INVESTIGATION



T O O L S  U S E D

• Kali Linux 

• Wireshark

• Ghidra

• Jadx

• Alfa-Network WiFi Adapter

Kali Linux

Alfa-Network Adapter



M O N I T O R I N G  N E T W O R K  T R A F F I C

Kali VMCamera

Smart Phone

LAN Network

(Optional) Internet 
Connection

Wireshark 
Listener

Access Point 
(Alfa-Network Adapter)



T H E  P R O T O C O L

• Custom UDP protocol

• Responsible for all functionality

§ Configuration

§ Video streaming

• Includes a JSON-style command system

• Unencrypted

Wireshark capture of communications



U N E N C R Y P T E D  
C O M M U N I C A T I O N S

• Device password sent in plaintext

• Video stream can be captured

• Other sensitive information unprotected:

§ WiFi credentials

§ Configuration changes

Captured JSON data



E X T R A C T I N G  V I D E O  
F O O T A G E
• Listen on the network for long enough

• Write a program to filter out video data from 

packets

§ Audio as well as video



B Y P A S S I N G  
A U T H E N T I C A T I O N

• Mobile application requires a password before 

connecting

• Password is included in subsequent commands

• Visible to an attacker

• Only enforced client-side

• A custom client can circumvent authentication

Legitimate Request

Malicious Request

Optional!



B Y P A S S I N G  
A U T H E N T I C A T I O N  ( 2 )

• The password can be changed without knowing 

the old password

• Attacker can lock legitimate users out

• Another vector to bypass authentication

Legitimate Request

Malicious Request



A B U S I N G  T H E  M E D I A  
S Y S T E M  ( 1 )

• Device automatically records video clips

• User can download previously recorded footage

1. App sends a request to the device with the path to 

the video

2. Device sends the file back to the user



A B U S I N G  T H E  M E D I A  
S Y S T E M  ( 2 )

No path checking is performed

Attacker can download any file, including:

• The shadow file (in Linux)

• User’s password

• Configuration files

• The entire filesystem

Legitimate Request

Malicious Request



F I L E  S Y S T E M  E X T R A C T I O N

• All files now accessible

• Binaries

• Logs

• Start-up and device management scripts

Command injection?

• Extremely valuable for further investigation



C O M M A N D  I N J E C T I O N
( C V E - 2 0 2 3 - 3 0 4 0 0 )

• Vulnerable script discovered that initiates 
internet connection

• Setting the WiFi SSID/password to a 
malicious payload permits RCE

• Futile attempts to prevent command 
injection

• An attacker now has a root shell
• Complete control over the device

Direct passing of parameters into shell command!

Example payload to change the root passwordResulting shell command



PERFORMING THE 
ATTACKS REMOTELY



P E E R - T O - P E E R  S Y S T E M

• Cameras include a peer-to-peer (P2P) system to enable 

remote connections

• Every device has a unique serial number

§ All you need to initiate a direct connection
• P2P system provided by a third party product (name 

redacted)

§ Used by over 50 million IoT devices

ABCD–000123–XXXXX
Prefix Device ID Check Code



C R A C K I N G  E N C R Y P T I O N

• P2P uses encryption to prevent unofficial 
clients connecting remotely to devices

§ Using Ghidra, it was possible to extract the 
keys from binaries in the OS

§ Custom encryption algorithm was reverse-
engineered

• The client can now perform all of the attacks 
described remotely

§ All you need is the serial number

Decrypting a login packet to get the remote IP 
address of the device 

Encryption key located (highlighted yellow)



S U M M A R Y  O F  R E S U L T S

• Significant impact – zero-day RCE vulnerability 
discovered
§ CVE-2023-30400 assigned, with more to come

• Overall takeaway – heavy reliance of security through 
obscurity

• Simply plugging these devices in acts as a backdoor into 
the network

• Enumerating serial numbers could enable a botnet to 
be formed
§ A critical threat
§ Extremely valuable to criminals



F U T U R E  W O R K

• Cracking the ‘Check Code’

§ Enables device enumeration

§ Provides a stronger estimate of the number of vulnerable devices

• Looking for similar flaws in other modules

• Working with the manufacturers to mitigate the flaws

§ Little-to-no cooperation from manufacturers

§ Insufficient updating mechanisms, making it impossible to patch 
devices



LIVE DEMO



THANK YOU!

QUESTIONS?
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